wood.

Download Instructions - Android
. »




User Groups

Don’t have a Wood Account

Follow the full instructions. Click here

Microsoft Authenticator |  Self Service Password Reset (SSPR) | Microsoft PowerApps

You have a Wood Account

Only need to download and install PowerApps. Click here

Microsoft PowerApps




Why do | need Microsoft Authenticator?

Multi-factor authentication is the safest way to manage your devices at Wood.

What is Microsoft Authenticator? Why is security and two-factor authentication so important? What are the benefits?

There are three ways to do authentication (check if it's really you). Encryption ensures your data stays secure.

Something you Something you Something you Keeping your
know have are data safe
e.g. passwords e.g. your phone e.g. fingerprints and private.

s
1. Microsoft Authenticator checks you 2. Two-factor authentication combines your password with your 3. Simply put, Microsoft Authenticator
are really who you say you are. phone to ensure it's really you when you log in. provides a time-based code linked to a
) o specific account.
It uses multi-factor authentication With hackers growing more sophisticated it's never been more
(a timer and a random number important to keep our data secure. Microsoft Authenticator doesn't know
generator) to verify you are using who's account it is, it just provides the
your device. If you have fingerprint or face scan on your phone that's three- number - so neither Wood, nor Microsoft
factor authentication, which should keep your device secure! can access your data or track your usage

through this app.

What is a One Time Password (OTP)?

An QTP is a string of characters randomly generated by Microsoft Authenticator every 30-seconds or 5-minutes
(if you use text-based authentication). The OTP is used to confirm you are you (the individual with access to your phone).

The frequently changing password ensures nobody can memorise your password and access your data.



Android Installation Instructions: Microsoft Authenticator

0 You should have received a username and password from Wood, please have these available to set up your Wood account and sign in.

If Microsoft Authenticator is already set up on your device you can go to setting up the Self Service Password Reset (SSPR)

— > Google Play Q 08:26 5 & + 0826 S + 1225 &8 4 - e = 59%E
Accounts . login.microsoftonline.com ()
Mierosat < BS Microsoft Power Apps
Authenticator Sian i
WHAT KIND OF ACCOUNT ARE ADDING? Iign in wWOOO0. WOOd )
Microsoft Corporation Business &
®© Everyone =] Personal account > Email address or phone number cw.test_@woodplc.com

* hok kR 682,749 &

More information required

p— Can't access your account? Keep your account SeCU I’e
m= Work or school account > Your organisation needs more information to keep
your account secure

Your organisation requires you to set up the following

Use a different account methods of proving who you are.
Other (Google, Facebook, etc) > Eack Next
Learn more
A You don't have any devices
Next Microsoft Authenticator
Sign in without Sign in with your Autofill passvrord
your passwords phone e I )
‘ Qﬁ Sign-in options ‘ Access to the network applications and data ~ Start by getting the app
- within this system is restricted to authorised 9
i users only, and is subject to the conditions as -
: stated in the IT Acceptable Use Policy published
—_—— on the Wood plc [T intranet site. On your phone, install the Microsoft
) By continuing, you are confirming that you have Authenticator app. Download now
read, understoodrand agree wrabide by the 7 Once you've installed the Microsoft
terms and conditions laid out in the aforesaid &
et Authenticator app on your device, choose
"Next".
If you are not an authorised user, you should not
attempt to logon to this system. | want to use a different authenticator app
If you have any problems, please contact the IT Next
Service Desk.
4. Install the Microsoft 5. Open the Authenticator App 6. Sign in with the user name 7. Once the app is installed and your credentials have been
Authenticator App from and select Work or School and password provided added, click Next to close the authenticator app.

the Google Play store Account to you



Self Service Password Reset (SSPR)

0 You will need to set up Self Service Password Reset, to do this you first need to ensure you have a Microsoft Authenticator account.

If Self Service Password Reset (SSPR) is already set up on your device you can miss this step.

< Safari « /' LTE 77% -

< X

Wood PLC

conn.test@woodplc.com

Notifications enabled
You can use this device to approve notifications to verify
your sign-ins

One-time password code

467 118

[& Enable phone sign-in

0

Cg Change password

R= Update security info

@ Review recent activity

8. Open Microsoft
Authenticator and select
Change password.

ol AT&T LTE 6:46 PM

AA & mysignins.microsoft.com

WOOd. My Sign-Ins ? e

Security info

These are the methods you use to sign into your account or
reset your password.

Default sign-in method: Microsoft Authenticator -
notification Change

-+ Add method

£ Microsoft Authenticator

Delete

Lost device? Sign out everywhere

9. Select Microsoft
Authenticator.

ol AT&T LTE 6:47 PM

AA @ mysignins.microsoft.com

Phone

You can prove who you are by answering
a call on your phone or texting a code to
your phone.

What phone number would you like to
use?

[United States (+1) '

34—

@ Text me a code

O Call me

Message and data rates may apply.
Choosing Next means that you agree to
the Terms of service and Privacy and
cookies statement.

10. Enter your phone number,
then tap Next.

® ES

695-25
Use verification code 059837 for Wood PLC
authentication.

Phone

We just sent a 6 digit code to +1
340NMMRAND . Enter the code below.

Enter code

Resend code

11. A verification code will be
sent to your phone, enter
this number then tap Next.

12. Your account is now set up
in Microsoft Authenticator.



0 If you forget your password open Microsoft Authenticator to reset it.

!l AT&T LTE 6:50 PM 75% @m

AA @ passwordreset.microsoftonline.com ¢

Microsoft

Get back into your
account

Who are you?

To recover your account, begin by entering your email or
username and the characters in the picture or audio below.

Email or Username: *

Example: user@contoso.onmicrosoft.com or user@contoso.com
IBQ “
Sl

) ~
by T
e N KG/AN
</

Enter the characters in the picture or the words in the audio. *

ol AT&T LTE 6:51PM 74% @)

AA @ passwordreset.microsoftonline.com ¢,

wood.

Get back into your
account

verification step 1> choose a new password

Please choose the contact method we should use for verification

© - my mobite prone In order to protect your account, we need you to
e ur complete mobile phone number
( *+19) below. You will then receive a text
Oocall my mobie phons message with a veri code which can be

uset 10 reset your password
Oentera coce rommy
authenticator app

Cancel

¥ Microsoft
2021 Microsoft Corporation
egal

rivacy

upport code

Self Service Password Reset (SSPR)

ol AT&T LTE 6:52 PM 74% @m )

AA @ passwordreset.microsoftonline.com ¢,

wood.

Get back into your
account

verification step 1> choose a new password

Please choose the contact method we should use for verification

°Tex\ my mobile phone We've sent you a text message containing a
verification code to your phone.

OCaH my mobile phone

I[eszam

@ enter a code rommy

authenticator app

Contact your administrator

Cancel

B2 Microsoft
©2021 Microsoft Corporation
Legal

Privacy

Support code

ol AT&T LTE 6:52 PM 74% @m)

AA @ passwordreset.microsoftonline.com  C

wood.

Get back into your
account

verification step 1/ > choose a new password

* Enter new password:

[ J

* Confirm new password

B2 Microsoft

©2021 Microsoft Corporation
Legal
Privacy

Support code

14. Select a verification method. 15. Once you receive the
verification code, enter this

number then tap Next.

13. Enter the required
information and click Next.

16. Update your password,
then tap Finish.



Android Installation Instructions: Microsoft PowerApps

0 You should have received a username and password from Wood, please have these available to set up your Wood account and sign in.

* ok ok ok 12203 2

Sign in with your work or school email account

Isomeone@e,\:ample‘com

New to Power Apps? Explore plans

cw.test_@woodplc.com

More information required

Your organisation needs more information to keep
your account secure

Use a different account

Learn more

Access to the network applications and data
within this system is restricted to authorised
users only, and is subject to the conditions as
stated in the IT Acceptable Use Policy published
on the Wood plc IT intranet site.

By continuing, you are confirming that you have
read, understood and agree to abide by the
terms and conditions laid out in the aforesaid
document.

If you are not an authorised user, you should not
attempt to logon to this system.

If you have any problems, please contact the IT
Service Desk.

1225 = 8° 4 - e0= . 59%a
= } Google Play login.microsoftonline.com O Power Apps
Power ADDS
Microsoft Corporation  Business wood' WOOd. v
® Everyone

Keep your account secure

Your organisation requires you to set up the following
methods of proving who you are.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft
Authenticator app. Download now

Once you've installed the Microsoft
Authenticator app on your device, choose
"Next".

| want to use a different authenticator app

Next

17. Install the Microsoft
PowerApps App from the
Google Play Store.

18. Enter your Wood user name
and temporary password

0 If you've not signed in to any other Wood Microsoft app, additional
authentication will be required.

19. Select Next to provide more information and Next to confirm
the Authenticator app is installed.


https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US

Android Installation Instructions: Microsoft PowerApps

08:27 5l =@ -

iy @ mysignins.microsoft.com

Microsoft
Authenticator

~ Set up your account
_ in the app
When finished, come back to this setup
experience.

Pair your account to the app by clicking
this link.

Show QR code

oo | NN

A 20. Select Pair your account.

This action links your
Power Apps account
with your

Authenticator account.

08:29 Bl EiE@ *

Hello

Sign in to start using Power Apps

Sign in with your work or school email account

New to Power Apps? Explore plans

. Return to PowerApps and

sign in using your Wood
email address and temporary
password.

1225 =8 4 - e =l 59%a
login.microsoftonline.com (&)
wood.

cw.test_@woodplc.com

More information required

Your organisation needs more information to keep
your account secure

Use a different account

Learn more

Access to the network applications and data
within this system is restricted to authorised
users only, and is subject to the conditions as
stated in the IT Acceptable Use Policy published
on the Wood plc IT intranet site.

By continuing, you are confirming that you have
read, understood and agree to abide by the
terms and conditions laid out in the aforesaid
document.

If you are not an authorised user, you should not
attempt to logon to this system.

If you have any problems, please contact the IT
Service Desk.

08:25

Power Apps

wood. ?

Keep your account secure

Your organisation reguires you to set up the following
methods of proving who you are.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft
Authenticator app. Download now

Once you've installed the Microsoft
Authenticator app on your device, choose
“Next".

| want to use a different authenticator app

Next

0 If you've not signed in to any other Wood Microsoft app, additional

authentication will be required.

22. Select Next to provide more information and Next to confirm

the Authenticator app is installed.



https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US

Android Installation Instructions: Microsoft PowerApps

08:27 5l =@ -

mysignins.microsoft.com

Microsoft
Authenticator

Set up your account
o .
_ in the app

When finished, come back to this setup
experience.

Pair your account to the app by clicking
this link.

Show QR code

A =

23. Select Next.

@ Authenticator

Approve sign-in?
cw.test_@woodplc.com

Keep your account secure

Your organisation requires you to set up the following
methods of proving who you are.

Microsoft Authenticator

Let's try it out

Approve the natification we're sending to
yaur Epp

| Back ‘

| want to set up a different method

24. Tap the message to
Approve the sign in with
the authenticator account

wood.

cw.test9@woodplc.com

Update your password
You need to update your password because
this is the first time you are signing in, or

because your password has expired.

Current password

New password

Confirm password

Access to the network applications and
data within this system is restricted to
authorised users only, and is subject to
the conditions as stated in the IT
Acceptable Use Policy
(https://woodplc.sharepoint.com/fa/it/T

oolkit/IT%20Acceptable%20Use%20Poli
cvndf) nublished an the Woad nle IT

Once the authentication is approved,
you need to choose your password.

25. Update password.

Passwords or phrases should be 16
characters or more, and may contain
letters, numbers and symbols.

They should not contain repeating
elements or have been used before.

All passwords should follow the Wood
Password Policy (GIT-POL-110006)
and the Wood Password Construction
Guidance (GIT-STD-110001).

Good password examples include
BestTeacherMrSmith and
VolcanosAreVeryHot



https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=com.microsoft.msapps&hl=en_US&gl=US

"Android Installation Instructions: Intune Company Portal

The InTune company portal is required to provide a Microsoft license. It only needs to be installed. DO NOT SIGN IN to the Intune Company Portal.

0832 @ o=l 68%E

< Google Play Q

m Intune Company
B Portal

Microsoft Corporation

3.6% 10M+ H
85K reviews Downloads PEGI3 ©

ER R el o
B -

XX R ER |

About this app -2

Install company apps & remotely manage your
devices enrolled to Microsoft Intune

26. Install the Intune Company A 27. Do NOT open or sign in to
Portal app from the Google the Intune Company Portal.
Play store



Android Installation Instructions: Finding the PowerApps

Sign in to start using Power Apps

Sign in with your work or school email account

I;cnmeor\e@example‘com

New to Power Apps? Explore plans

12450 W «

28. Launch the PowerApps
app. You should be signed
in automatically.

29. Search for and select the
RemoteEngage app.

The app will open and load.

30. If it's available to you,
search for and select the
TimeWriting app.

The app will open and load.

EE 13:48 - M 13:49 -
1245 WEM@ o Q=S 75%E
° All apps N All apps N All apps N
o All apps ™ PP pp
Time o Q
el Search Q  Search
Remoteeng X
Timewriting
RemoteEngage moteEngage
-\
RemoteEngage P . s.connectedwkr_p @ Connected Worker @ wactad Workar @ ] ﬁ}
Connected Worker W Conneched Warker (AT Connected Worker Test 3 nected Worker Test 3 ayollic
Connected Worker Test 3
Timewriting SD Stormwater Vehicle SD Stormwater Vehicle
RemoteEngage s.connectedwkr_p @ / Tracking ® / Tracking ®
s.connectedwkr_p (D Connected Worker Mcgurk, Garrett Mcgurk, Garrett
W T1 Wood PLC (default) Wood PLC (default)
Connected Worker UA . - i
Timewriting Admin » )
ConnectedWorker @ SecondPass_CapabilityModeli A SecondPass_CapabilityModeli
n
Connected Worker UAT 1 ‘.. ng ® o 9 ®
Ll SHELLABEAR, Alexander SHELLABEAR, Alexander
Wood PLC (default) Wood PLC (default)
() H Sustainability Action Tracker Sustainability Action Tracker
All apps @ App v1 ® @ App V1 ®
. 5 Fearnley, Kevin Fearnley, Kevin
< Timer Times ®) oo BLE Cictaul Wood PLC (default)
1421345 ej78J9])0 Sustainability Action Tracker Sustainability Action Tracker
@ App v3 Lookup o @ App v3 Lookup ®
. Fearnley, Kevin
giwielritjylujijolp Fearnley, Kevin "
Wood PLC (default) Wood PLC (default)
als|difliagihlilk]! 0 ue ss
Hor All apps
Home All apps

%

0 Note: You may need to set up a PIN when you open Power Apps for the first time after installation.
If this happens, follow the on screen instructions to set up the PIN.

To ‘favourite’ an app, swipe left and tap the Favourite star.
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